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Learning 
Objectives

Describe key characteristics and challenges of digital 
health research, including the use of mobile sensors, 
apps, and big data for biomedical research.

Identify ethical considerations associated with 
participant privacy, informed consent, and the return 
of individual research results in digital health 
contexts.

Evaluate practical approaches and tools, such as 
digital health checklists and decision support aids, to 
improve consent communications and protect 

participant rights.



What is digital health 
research?

MHealth_Ecosystem.png

There are many sources of health data. Digital health research 
involves the use of one or more digital strategies or tools to 
gather personal health information. Sources include: 

Social media platforms 

Wearable or remote sensing devices

Electronic health records

https://recode.health/research/


Digital health technology can provide personalized and 
just-in-time adaptive health interventions

Dunseath et al. (2018). "NIH support of mobile, imaging, pervasive sensing, social media and location tracking (MISST) research: laying the foundation to examine research ethics 
in the digital age."
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Overview of Digital/AI in Health Research

Analyzing social media and 
smartphone data to detect 
health behaviors (e.g., physical 
activity, mood changes)

Predicting diagnoses using 
EHRs and neuroimaging

Monitoring speech and 
language for signs of disease 
and social isolation

Identifying treatment 
adherence patterns

Graham, S., Depp, C., Lee, E. E., Nebeker, C., Tu, X., Kim, H.-C., & Jeste, D. V. (2019). Artificial intelligence for mental health and mental illnesses: An overview. Current Psychiatry 
Reports, 21(11), 116. https://doi.org/10.1007/s11920-019-1094-0.



New Methods = New Data
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What are some of the ELSIs associated 
with digital/AI health research?



Privacy and Data Confidentiality – sensitive health data. What can we expect 
from deidentification?

Informed Consent – not always needed and when it is, data literacy is needed.

Data bias - perpetuate existing health disparities. How to ensure diverse and 
representative data?

Values - Transparent, explainable and fair to prevent bias, stigma and 
discrimination.

What are the Ethical Issues? 



Evaluate data protection regs – compliance with GDPR, HIPAA

Determine intellectual property rights – related to data, algorithms and models

Establish liability and accountability framework for the system and mitigate 
patient harm.

Clear data governance policies to ensure data quality, security and integrity

What are the Legal Issues?



Public Trust – we rely on people/patients to share data

Health Disparities – systems must be equitable and accessible

Digital Divide – Not all have equal access to needed resources

Cultural Sensitivity - how to authentically engage with diverse populations

What are the Social Issues? 



What do we need to be thinking about?

How might we prioritize the data contributor (people/patients) and 
the public interest in the research ecosystem?

What does governance look like throughout the collection, 
management and use of data when:

◦ Consent is only required sometimes

◦ Scope of use is debated

◦ Normative and legal implication of de-identification changes 
over time

Complying with the regulations/law may not be enough – how to 
go beyond compliance?

How to form diverse teams to conduct research and allow sufficient 
time for establishing infrastructure and protocols? 



Ethical Oversight in Big Data Health Research

Critiques traditional ethics 
review processes for being ill-

equipped to handle the 
complexities of big data 

research.

Identifies persistent challenges 
such as informed consent, 

data anonymization, and third-
party data use.

Highlights the importance of 
trust, transparency, and 

participant engagement in 
data-intensive research 

contexts.

Ferretti, A., Ienca, M., Sheehan, M. et al. Ethics review of big data research: What should stay and what should be reformed?. BMC Med Ethics 22, 51 (2021). 
https://doi.org/10.1186/s12910-021-00616-4



Where are the Guardrails?
•Risk assessment is challenging. What tools are 
available to assist? 

•Our current methods of obtaining informed consent 
are not effective. Can GenAI help? 

•Data management practices are complex – can 
GenAI help to unpack privacy policy language?



A paradigm change 
requires a commitment 
and dedicated resources



How to 
Transition 
within the 
Digital/AI Era?
AI and digital tools are reshaping 
how we understand and respond to 
health needs. With ethical design, 
we can create inclusive and effective 
systems for prevention and care.



Research: Informing 
Informed Consent 



The Common Rule: US Federal Code §46.116(a)(5)

(i) “Informed consent must begin with a concise and focused presentation of the key information 
that is most likely to assist a prospective subject or legally authorized representative in 
understanding the reasons why one might or might not want to participate in the research. This 
part of the informed consent must be organized and presented in a way that facilitates 
comprehension.”

(ii) “Informed consent as a whole must present information in sufficient detail relating to the 
research, and must be organized and presented in a way that does not merely provide lists of 
isolated facts, but rather facilitates the prospective subject’s or legally authorized 
representative’s understanding of the reasons why one might or might not want to participate.”

18



Informed consent is driven by templates

• Template based process

• Common recommendations
o 6th-8th grade reading level

o Sometimes, incorporate visual and other media

o Sometimes ask stakeholders to prototype the study materials

• Research teams and IRBs need to lead the change they want 
to see

Luger and Rodden. (2013). "An informed view on consent for UbiComp." Bruckman. (2014). “Research Ethics and HCI.” In: Olson, J., Kellogg, W. (eds) “Ways of Knowing in HCI.”



Study decision-making timeline (highlights) 

Before active study participation (Enrollment) During the study 
(Procedures)

Continuing 
Participation

1. START OF STUDY
A. Before active study participation (Enrollment)

a. Purpose
b. Source of Funding
c. Eligibility
d. RISKS
e. DATA COLLECTION AND MANAGEMENT

i. Confidentiality of research information
ii. Use of information and specimens

f. Other information
g. BENEFITS

B. During the study (Procedures)
a. In-person study participation
b. At home study participation

2. CONTINUING PARTICIPATION (Return of results)
A. Before active study participation (Enrollment)

a. Continuing participation
b. Eligibility

B. During the study (Procedures)
a. In-person study participation

3. END OF STUDY
a. NIH funding for this study ends



Human centered design of informed consent

•Who is conducting the study

•Why is the study being done



New assumptions for 
consent informed by our 
research
1. Informed consent should cultivate trust in 

science

2. People want a concise, but personalized 
consent process

3. Digital consent processes are not 
inherently better (and can add risk)

4. Data management practices need to be 
visible.



1. Informed consent should cultivate trust in science
Participants want 

• to know about technology

• to learn about specific expectations for participation

• to understand data collection, protection, and sharing 
practices

• to confirm that they understand the consent material

• access to multiple and interactive ways of reviewing the 
consent materials

• ways to keep in touch with researchers

Study methods: Four focus groups with prospective participants to 
explore preferences around the design of digital health consent 
processes (N=19).

McInnis, Pindus, Kareem, Nebeker. Considerations for the Design of Informed Consent in Digital Health Research: Participant Perspectives. Journal of Empirical Research on Human Research 
Ethics (JERHRE). 2024. https://doi.org/10.1177/15562646241290078 . Funded by: National Institute on Drug Abuse (NIDA)



2. People want a concise, but personalized consent process
Factors that people value in consent materials:
• Shorter consent materials are preferred, but people want personally relevant details.

• People value more detail about study risks, than other sections of a consent form.

• Subgroups based on gender, age, physical activity, and interest in the study all play into participant 
preferences for more and less detail.

• Our analysis highlights how some subgroups, such as Hispanic/Latino participants, felt that 
the consent materials were inadequate.

Study methods: Participants compared 31 statements from a consent form with 
variations improved for readability (N=79), logistic regression analysis to identify 
preferences by participant demographic and background characteristics.

McInnis, Pindus, Kareem, Vital, Hekler, Nebeker. Factors Influencing Informed Consent Preferences in Digital Health Research:  Survey Study of Prospective Participants. J Med Internet Res 
(JMIR). 2025.https://www.jmir.org/2025/1/e63349 



3. Digital consent processes are not better (can add risk)
Consider the risks associated with data collection during a consent process:
• What should happen if people skip or skim sections?

• How might researchers protect people from third-party access to their data prior to consent?

• If consent materials are updated regularly, how might researchers manage version control?

• How might ethics review boards consider the data collected during a consent process?

• What resources might researchers use to maintain clear, consistent, and compliant communications with 
a potentially large audience of prospective study participants?

Study Method: Participants considered a series of futuristic consent processes in a "design speed-dating" 
method (N=21), applying analytic memo writing to identify five principles to improve digital informed 
consent: be concise, promote transparency, value time and effort, cultivate trust, and navigate platform 
risks.

McInnis, Pindus, Kareem, Gamboa, and Nebeker. Exploring the Future of Informed Consent: Applying a Service Design Approach. Computer Supported Cooperative Work (CSCW). 
2024. https://doi.org/10.1145/3637330 



4. Data management protocols needs to be visible

Dataflow diagrams can supplement a text-based consent.
o Diagrams need to be clear, simple, accessible, and participant-

centered.

o Our analysis found that dataflow diagrams helped participants 
to raise new questions about the data collection and sharing 
activities of third-party services.

o Participants suggest that generative AI could be used to 
help initially create a dataflow diagram, but researchers, 
panels of peers, and ethics review boards should be involved 
in the process of evaluating dataflow diagrams for use in 
consent processes.

Study Method: Participants in a focus group study reviewed 
design decisions related to incorporating dataflow diagrams of 
digital health studies into an informed consent process (N=34), 
applying a grounded theory approach to identify themes.

McInnis, Pindus, Kareem, Cakici, Vital, Hekler, Nebeker. Using dataflow diagrams to support research informed consent data management communications: participant 
perspectives. Journal of the American Medical Informatics Association (JAMIA). 2025. https://doi.org/10.1093/jamia/ocaf004 

https://doi.org/10.1093/jamia/ocaf004


Tools to Support Ethical 
Decision-making



Digital Health Checklist 
Tool for Researchers 





Digital health decision support framework

Nebeker C, Bartlett Ellis RJ, Torous J. Development of a decision-making checklist tool to support technology selection in digital health research. Transl Behav Med. 2020 
Oct 8;10(4):1004-1015. doi: 10.1093/tbm/ibz074. PMID: 31120511; PMCID: PMC7543075.

While digital health research is ripe 
with opportunities, there are many 
challenges associated with using these 
technologies. 

Key challenges include:
1. evaluating whether study 

participants can access and use the 
technology, 

2. identifying study risks and benefits,
3. establishing ethical data 

management practices, and
4. protecting participant privacy. 



Access and Usability

The domain of access and usability is about the product 
design and whether end-users are able to use the tool.

• How does it work?

• How that this information communicated to the user 
(informed consent or terms of service)?

• Has it been used with the target population? Are 
accessory tools needed (smartphone, internet access)?

• Can the product can be used both short and long-term?



Privacy

Privacy is about the personal information collected and 

expectations of the patient or participant to keep information 

secure. If shared:

• What is collected?

• What is shared?

• Why is it shared?

• What control does the end user have?



Data Management

Data management includes how data are collected, stored 
and shared and the extent of incorporation within other 
systems.
• What is collected?
• What is shared?
• Why is it shared?
• What control does the end-user have?
• Interoperability?



Risks and Benefits

The goal of this domain is to evaluate the types of possible 
risks as well as the extent of possible harm. 

• Types of harm?

• Severity?

• Duration?

• Intensity?

• AI Accountability and Transparency?
Assessment of risks and benefits is influenced by the evidence 
available to support the reliability of the product, risk 
mitigation strategies and recognition of unknown risks.



Using the DHC to Improve Consent Communications



How might we 
communicate… 
What is real time data?

How does a personalized algorithm work?

How is my health data transmitted and stored in a cloud?

Who has access to data collected by the device?

What information about me is shared?



Digital Health Checklist Risk Management Tool
Alan Card, PhD
San Diego State University

Risk = Likelihood x Consequence

...for an event that is not certain to occur.

Use of the DHC-RM Toolkit was associated with a large and 
statistically significant increase in the number of risks identified 
(a mean of 14 additional risks identified in Phase 2 for the 
toolkit vs. 0.26 for current practice).



Identifying hazards is crucial... but severity matters, too



TaCoS and Privacy 
Policies
WHAT IS OUR RESPONSIBILITY WHEN USING DIGITAL AND AI 
PRODUCTS FROM 3RD PARTY VENDORS IN RESEARCH?



Our Team

nebeker@health.ucsd.edu

karandeep@health.ucsd.edu

dvital@ucsd.edu

byork@health.ucsd.edu

rpindus@health.ucsd.edu

Principal Investigator: Camille Nebeker, 
EdD,MS nebeker@health.ucsd.edu

Co-Investigator: Karandeep Singh, MD 
MMSc karandeep@health.ucsd.edu

Program Manager: Daniela Vital, MPH 
dvital@ucsd.edu

Project Manager: Brittany York, MPH 
byork@health.ucsd.edu 

Research Associate: Ramona Pindus, 
BSPH rpindus@health.ucsd.edu

mailto:nebeker@health.ucsd.edu
mailto:karandeep@health.ucsd.edu
mailto:dvital@ucsd.edu
mailto:byork@health.ucsd.edu
mailto:rpindus@ucsd.edu


PRISM Study: Privacy Policy Comparison

From your expertise and experience reviewing 

privacy policies, conduct a comprehensive 

comparison of the two privacy policies. Differences 

between the two versions of the documents have 

been highlighted.  Review side-by-side highlighted 

versions of the privacy policy documents.

NOTE: Diffchecker was the tool used to make the 

comparison between versions. 



PRISM Study Aim 1 – Privacy Policy Review Comparisons



PRISM Study Aim 2 - 
Co-Designing 
Improved Privacy 
Policy 
Communications
EV ENT  ON MAR C H  1 0 ,  2 0 25



Aim 2 Overview
Objective: Facilitate stakeholder co-design activities to 
improve communication of third-party privacy policies in 
digital health research
Core Challenge: 
Privacy policies are:

•Complex legal documents
•Difficult to interpret for researchers, IRB members, and 
participants
•Critical for informed consent and risk assessment
•Inconsistent across platforms and technologies

Project Status: 
Complete data collection and preliminary analysis for Phase 

1 (Workshop) 
Beginning Phase 2 (Survey)



Prototype Ideas
1. A policy scoring app - transforming users from “Policy 

Learners” into “Policy Makers” 

2. The Rocket Data app – facilitates creating a 
personalized “data risk profile” 

3. A gamified experience inspired by platform games - 
navigating a game-based journey through core privacy 
topics

4. An interactive, closed-loop consent tool - outlines 
user rights, including real-time alerts and control over 
third-party data access (opt-in)

5. A tool presents risks and benefits through multiple 
formats – sensitive to risks and benefits variation 
across cultural and regional contexts

6. IRB workflow tool - helps researchers align data 
needs with device capabilities



PRISM Survey Opportunity

We are conducting a study on data management practices in digital health research, focusing on 
privacy policy communication. 

We are inviting up to 150 individuals involved in digital health research to complete a 30-
minute online survey.

 The survey explores strategies to simplify and communicate data management practices 
described in privacy policies.



Applied to Research

Pros: How might researchers use GenAI

Explore how it might help to simplify informed consent 
communications

Review and synthesize privacy policies for data 
management risks

Conduct literature reviews to identify gaps

Get ideas for data analysis

Tip: Always involve a human and always 
disclose your use of the technology



Exploring Digital 
Approaches to 
Address Suicide 
Risk in Obstetric 
Settings
R03 grant

Email excerpt:

“The platform we use to host the intervention is called the 
Computerized Intervention Authoring System (CIAS), the 
terms and conditions are here: 
https://www.cias.app/termsandcondition

Adaptive Testing Technologies (ATT) owns the CAT and scoring 
algorithms. The CAT is integrated into CIAS. The ATT privacy 
policy is 
here: https://adaptivetestingtechnologies.com/privacy-
policy/”

https://www.cias.app/termsandcondition
https://urldefense.com/v3/__https:/adaptivetestingtechnologies.com/privacy-policy/__;!!LLK065n_VXAQ!izxivDrJmdsOCYKgseA-iJelDlFjS7Uc3sYlBNy5sQtrDYadO3YRUOEtb-lrfYkpFuWSyM2nBhb0wvgGwI8MDSJZcgkD_UT_$
https://urldefense.com/v3/__https:/adaptivetestingtechnologies.com/privacy-policy/__;!!LLK065n_VXAQ!izxivDrJmdsOCYKgseA-iJelDlFjS7Uc3sYlBNy5sQtrDYadO3YRUOEtb-lrfYkpFuWSyM2nBhb0wvgGwI8MDSJZcgkD_UT_$
https://urldefense.com/v3/__https:/adaptivetestingtechnologies.com/privacy-policy/__;!!LLK065n_VXAQ!izxivDrJmdsOCYKgseA-iJelDlFjS7Uc3sYlBNy5sQtrDYadO3YRUOEtb-lrfYkpFuWSyM2nBhb0wvgGwI8MDSJZcgkD_UT_$


Applied to 
Research?



Ask GPT for a 
Summary



Ask for a Plain 
Language 
Summary



Ask for an 
Infographic



Key Takeaways
The way research is conducted is changing fast.

It is never to early to think ahead and design digital health and AI 
studies to prevent downstream harms.

We can do this together, as a collective research community.
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