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GUIDELINE FOR PROTOCOL LANGUAGE REGARDING REMOTE AND 
ELECTRONIC CONSENT PROCESSES AND DOCUMENTATION 
Before consent can be obtained using a remote process, i.e. over the telephone or using audio- or 
video-conferencing or another web-based platform, that process must be described in the protocol 
and approved by the IRB.  If the protocol did not previously describe a remote process, or if there 
is a change in the process from telephone to another platform, the protocol must be amended. If 
participants will be coming to the NIH in order to participate in screening or research activities, 
the protocol should also include a justification for using a remote consent process.  If the use of a 
remote process is temporary and for only a few participants (e.g., due to the pandemic), you may 
submit this change as part of a single patient planned deviation form, rather than as a protocol 
amendment. 
Ideally, a remote consent process should mirror an in-person encounter as closely as possible, 
allowing for a real-time, verbal exchange of information between the investigator and the 
participant.  If the participant will read through the consent form on their own and only contact the 
investigator in the case of questions, then this approach should be sufficiently justified to support 
that this will not hinder the participant’s understanding of the research. 
Informed consent obtained remotely must meet the same regulatory and policy requirements as an 
in-person consent process.  This guidance document is in intended to provide an overview of what 
the IRB expects to be in the protocol; it is not a comprehensive description of all the policy 
requirements associated with informed consent.  Please refer to Policies 301 and 303 for the 
complete policy requirements. 
The consent process section of the protocol should describe: 

• Whether the ICF will be provided to the participant in advance of the consent discussion 
• If the ICF will be provided electronically or in hard copy 
• Where the participant will be located during the consent process 
• How the privacy of the participant will be ensured during the consent process 
• How much time the potential participant will have to consider their participation 
• If the potential participant will be provided the opportunity to consult with others 

(family, friends, private physician) prior to providing consent 
• What mode (e.g. telephone) or platform you intend to use for remote consent 

o If using video-conferencing or another web-based platform, the platform must 
meet all NIH information security requirements (Contact your IT Security Officer 
to obtain this information). 

Unless waived by the IRB, consent must be documented (signed by the participant) prior to the 
initiation of any research activities.  Investigators are expected to verify that the participant has 
returned a signed and dated consent form, prior to any research activities taking place with the 
following exception (see Policy 301 E.3.a.V.ii):  

• The IRB has approved the information and/or sample (e.g., a survey, blood collection or 
buccal swab sample) to be collected remotely and returned along with the informed 
consent document. In this case, however, no use or analysis of the information or sample 
may begin unless a fully executed informed consent document has been received and 
verified by an investigator. 

https://policymanual.nih.gov/3014-301
https://policymanual.nih.gov/3014-303
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Electronic Documentation of Consent 
When consent is conducted entirely by a remote process, documentation of consent may need to 
occur using an electronic process; however, not all electronic consent processes use an e-signature.  
Electronic consent refers to a consent process in which the informed consent document is presented 
to the prospective participant in an electronic format. Electronic signature refers specifically to 
when the documentation of consent, i.e., the participants “signature”, is digitally generated by the 
program following the participant clicking on a field of the document.   When a study uses 
electronic signatures, it may trigger additional regulatory requirements.  For example, if the study 
is FDA-regulated, the electronic system must be compliant with 21 CFR, Part 11. See Use of 
Electronic Records and Electronic Signatures in Clinical Investigations Under 21 CFR Part 11 
– Questions and Answers, Draft Guidance for Industry, June 2017. 
A hand signature provided using a finger, stylus, or mouse is not considered an “electronic 
signature” and is acceptable. Having the participant type their name in the signature field is NOT 
acceptable. 
Note that if the study is FDA regulated and you want to obtain true electronic signatures, the system 
MUST be 21CFR Part 11 compliant. 
If you are using an electronic platform to collect the signatures, you must address all of the 
following in the protocol: 

• Name the electronic platform you plan to use (e.g. iMed, DocuSign, Adobe, etc.), and if it 
is 21 CFR, Part 11 compliant; 

• Describe how the signature of both the participant and the investigator will be obtained 
(Paint the picture of the process: Will both be looking at the same screen? Is the consent 
signature obtained synchronously or asynchronously?); 

• Describe if you plan to use a true electronic signature or whether signature will be obtained 
using a finger, stylus or mouse; and 

• If you are obtaining a true electronic signature for this protocol, describe the process of 
how you will verify the identity of the participant prior to obtaining consent. Part 11 
regulations require that an organization verify the identity of an individual before the 
organization sanctions an individual’s electronic signature. 

 
 

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-records-and-electronic-signatures-clinical-investigations-under-21-cfr-part-11
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-records-and-electronic-signatures-clinical-investigations-under-21-cfr-part-11
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-records-and-electronic-signatures-clinical-investigations-under-21-cfr-part-11
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