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Learning objectives

- Consider the benefits and potential risks of data sharing;

- Appreciate that potential risks of sharing data differ across data 
types and contexts; 

- Acquire insight into investigators’ and research participants’ 
views on data sharing;

- Argue why ethically appropriate protections for sharing data may 
be proportional to the potential risks of data sharing
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Overview 

• The value of data sharing

• Potential risks of data sharing

• Research participants’ all things considered views

• Investigators’ all things considered views

• Protections when sharing data
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The balance

What types of benefits 
and to whom do they 

accrue? 

What is the likelihood 
and magnitude of these 

benefits?

What are the barriers? 
How can we enhance 

benefits?

What type of risks, and 
for who?

What is the likelihood 
and magnitude of 

harm?

How can we minimize 
risks?
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The value of 
data sharing

• Data long have been the cornerstone of
science

• Improvements in technology, tools, and
communications have made research data
easier to manage, distribute, and reuse
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The value of data sharing
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The benefits of data sharing

Sharing data from research can be justified on scientific, economic 
and ethical grounds. 

Data sharing can benefit:

• Future patients and society

• Researchers who shared the data

• Researchers who re-use the shared data

• Research participants

(Institute of Medicine, 2015; Taichman et al., 2016; Devriendt, et al., 2021, Wallis et al., 2013; Ohmann et al., 2017)
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Benefits for society and future patients (1)

• Accelerate scientific advancement, improve safety and
effectiveness of diagnostics and treatments
 Further analysis of data (other hypotheses, meta analyses)
 Increases transparency and accountability (e.g., verification)
 Minimizes duplication of effort
 Increases collaboration and interdisciplinary research

• Maximize value of research
 Enhance value gained from participants’ contributions
 Enhance value gained from researcher’s work
 Greater returns on investment

• Improve trust in science

(Institute of Medicine, 2015; Taichman et al., 2016; Devriendt, et al., 2021, Chawinga & Zinn, 2019; Wallis et al., 2013)
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Benefits for society and future patients (2)

• Value of data sharing widely recognized (Shabani et all, 2014)

 75% neuroscience PIs thought there were no types of data in 
their field that were not worth the costs and efforts sharing  
(Hendriks et al., in prep)

• Yet, surprisingly little evidence on what happens once data are 
shared widely (Walker et al. 2011; Coady et al., 2017; Wallis, 2013)

 Limited data to quantify impact or assess differential impact of types 
of data 

 Impact studies should assess how clinical trial data sharing influences 
knowledge generation (Mansmann et al., 2023)

(Milhalm et al., 2018)
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Barriers to societal benefits

• 20-44% researchers self-report commonly using shared data (Hendriks
et al., 2022; Tenopir et al., 2020; Science Staff, 2018)

 87% researchers self-report to be willing to use shared data (Tenopir et al., 2020)

• Difficult to access data
 Data sharing platforms not consistently discoverable, searchable,

and interoperable (National Research Council, 2015)

• Difficult to use data, e.g.,
 limited standardization and norms for data

acquisition, formatting, and description;
 limited interpretation of data without

understanding the context of data collection
May result in erroneous secondary analyses 

Among the top-5 
barriers to data 
sharing according to 
neuroscientists 
(Hendriks et al., 2022)

Findable, Accessible, Interoperable, Reusable (FAIR) principles (Wilkinson et
al., 2016)
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Benefits for researchers who shared the data

• Association between articles with data in a repository and higher
citation impact (Colavizza et al., 2020; Piwowar et al., 2007)

• Investigators’ stated reasons to share data:
 42% of PIs: academic benefits and recognition (Rathi et al., 2012)

 69% of intramural NIH PIs: to collaborate with researcher who
requested the data (Federer et al., 2015)

Primarily shared data upon request

Attributions for data providers
(Federer et al., 2015) 

Acknowledgement 50%

Citation of the data 32%

Opportunity to collaborate 74% (coauthor)
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Benefits for researchers who shared the data: barriers

• Few journal editors require data citations; granting agencies,
tenure committees, and institutions may not reward data
citations (National Research Council, 2012)

• >95% neuroscience investigators indicate that a lack of
incentives is currently a barrier to data sharing (Hendriks et al., 2022)

• A lack of incentives is one of the main barriers to FAIR data
sharing (Hughes et al., 2023)
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Benefits for researchers who use the shared data

• Ability to do research without collecting original data; associated 
career-related benefits
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Benefits for research participants

In as far as research participants value the value gained from their 
research contributions, data sharing can enhance their impact and 
may improve their sense that they contributed to something 
important. 

• Participants who agreed to submit their data to dbGaP
 98% considered improving patient care and preventing or 

treating illness an important reason 
 96% considered increasing knowledge for our society an 

important reason (Ludman et al., 2010)
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A push towards data sharing
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Potential harms of data sharing
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Individual 
harms

Community 
harms

 Harms for 
research 

team, 
sponsor, 
funder, or 
institution
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Potential individual harms

Identifiability

Harms for individual 
research participants
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Identifiability

Overtly 
identifiable

Potentially 
identifiable 

by deduction
Absolutely 

unidentifiable

(Lowrance & Collins, 2007)
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Identifiability and safeguards

Identifiability has implications for ethics and oversight /regulations
– Federal regulations for human subjects research (45CFR46)
– HIPAA (if covered entity or its associate)

• Potential implications for consent, ethics review, and other
safeguards

(Lowrance & Collins, 2007)
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Re-identification risk 

Risk of re-identification depends on:

• Context in which data are released

• Type of data, e.g.,
– Genomics data (Gymrek et al., 2013; Homer et al., 2008)

– Certain types of brain data (Abramian and Eklund 2019; Bannier et al., 2021; Duan et
al., 2020; Ravindra and Grama 2019; van de Ville et al., 2021)

– Small N studies (van Mello et al., 2013)

• Additional information that might be combined with the shared
data (e.g., from public databases)

• De-identification strategies used
– Different standards, science continues to evolve

(Institute of Medicine, 2015; Lowrance & Collins, 2007)
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Re-identification risk – example: MRI

• Faces are likely unique (Sheehan & Nachman, 2014)

– 3D facial features can be 
reconstructed from MRI and 
matched to publicly accessible 
photos

– Machine learning can “reface” 
single slice data (~60 to 75% 
success) (Abramian and Eklund 2019) 

Original

Blurred/face-
removed image

Reconstructed 
image

Bannier et al., 2021
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De-identification challenges for investigators 

• 39% of human genetics researchers have considerable 
discussion with their IRBs about procedures for protecting 
participants' personal information or samples (Edwards at al., 2011)

• 71% of neuroscience researchers think there is a risk that their 
de-identified data may be re-identified within the next 10 years 
(Hendriks et al., 2022)

– 78% thought difficulty de-identifying data was a barrier to 
data sharing.
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Likelihood of the risk

• Studies assess likelihood of re-identification of different types of 
data and de-identification strategies

• Limited data on how often research participants have been re-
identified after data sharing outside of these published 
experiments
– It is difficult to know whether there have been re-identification 

efforts
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Potential individual harms

Identifiability

Harms for individual 
research participants
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Types of potential individual harms

• Privacy
• Psychological harms 

• Social and economic harms– Discrimination
– Reputational harms 

• Legal harms
• Personal and financial security 
• Exposure to unwanted attention/service offers
• Dignity
• Use of data in ways inconsistent with participants’ values
(Fuchs, 2006, Ienca and Haselager, 2016, Illes and Racine, 2005, Kolber, 2007, Lavazza, 2018, Rommelfanger, et 
al., 2018, Panel, 2006, Räikkä, 2010; Arstila and Scott, 2011, Bublitz, 2011, Räikkä, 2010, Lavazza, 2018, Tunick, 
2017, Bonaci, et al., 2014, Bonaci, et al., 2015,, Ienca, et al., 2018; Scott et al., 2018)
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Privacy

• Privacy has proved notoriously difficult to define (Finn, et al., 2013, Lever, 2011, 

Matthews, 2015, Moore, 2008, Rommelfanger, et al., 2018)

– The state or condition of being let alone, 
free from being observed or disturbed by 
other people

– The ability to control the extent, timing, 
and circumstances of sharing oneself 
(physically, behaviorally, intellectually) 
with others
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Investigators’ concerns about risks for participants

• 29-91% of investigators are concerned about risks to 
participants  (Tan et al., 2021; Hendriks et al., 2022; Rathi et al.,  2012)

– Most common reason not to share data (Tan et al., 2021)

– Investigators who collect data they think may be re-
identifiable or data from vulnerable groups are more 
concerned about risk to participants. (Hendriks et al., 2022)

• Even if they also think harms to research participants are unlikely 
(Hendriks et al., 2022)
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Participants’ concerns about risks for participants (1)

• Re-identification and privacy: 
– Reported on in most studies in a systematic review of 

participants’ attitudes towards data sharing (Howe et a., 2018)

– 33-61% of participants or potential participants concerned 
(Ludman et al., 2010; Sanderson et al., 2017; Mello et al., 2018)

• Stigma and discrimination (Howe et a., 2018; Shabani et al., 2014)

– 49% of trial participants are concerned (Mello et al., 2018)

• Embarrassment
– 43% of trial participants concerned about embarrassment (Mello 

et al., 2018) 
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Participants’ concerns about risks for participants (2)

• Informational security 
– 64% of trial participants concerned their information may be 

stolen (Mello et al., 2018)

– “Mundane concerns” such as telemarketing (Howe et al., 2018)

• “Repercussions” 
– 37% of the US public concerned data from a genetic study 

could be used against them ( Kaufman et al., 2009)

– 79% potential participants want to know if data might be used 
by insurance companies (Sanderson et al., 2017)

– e.g.,  being reported to social services (Howe et a., 2018)
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Participants’ concerns about risks for participants (3)

‘Sensitive’ versus ‘less sensitive’ data

e.g., personal 
details, HIV 
status, history of 
abuse

e.g., 
demographics 

data

The potential sensitivity of data was related to its use

(Howe et a., 2018)
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Family

…
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Quantifying risks

Limited evidence that allows for quantifying 
• The likelihood of these risks
• The severity of the harms
• Distribution of any harms

Genetic Information Non-Discrimination Act Charges (Charges filed with EEOC) by FY

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021
Receipts 201 245 280 333 333 257 238 206 220 209 440 242

Merit 
Resolutions

7 36 77 63 57 50 38 55 45 36 81 47
12.5% 17.1% 24.1% 21.4% 18.5% 19.5% 15.3% 20.6% 15.6% 12.7% 30.8% 19.8%

Source: https://www.eeoc.gov/data/genetic-information-non-discrimination-act-charges-charges-filed-eeoc-includes-
concurrent

https://www.eeoc.gov/data/genetic-information-non-discrimination-act-charges-charges-filed-eeoc-includes-concurrent
https://www.eeoc.gov/data/genetic-information-non-discrimination-act-charges-charges-filed-eeoc-includes-concurrent
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Individual 
harms

Community 
harms 

Harms for 
research 

team, 
sponsor, or 
institution
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Potential societal and group harms

Unskilled analysts, market competitors, or others with strong 
private agendas publish poorly conducted analyses

• Could mislead clinicians  and patients, negatively affect 
patient care 

• Could undermine trust in research 
• Could otherwise harm public health
• Could impinge on health and non-health related interests of 

groups (e.g., stigma and discrimination; dignity; loss of 
services; or uses that the community finds objectionable)

• (Could lead to expensive lawsuits without merit)
• (Could cause reputational harms for investigators)
• (Responding could be a high burden for investigators)

(Scott et al., 2018; Ross et al., 2018; Sabatello et al. 2022; Institute of Medicine 2015; Mello 2013)



BIOETHICS AT THE NIH

Some examples
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Some examples

• …
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Investigators’ concerns 

• Although most neuroscience investigators consider misuse 
unlikely, the majority were concerned about potential group 
harms from their own data (63%) (Hendriks et al., 2022)

– 85% considers the risk of misuse a barrier to data sharing
• Inappropriate data use was the most common concern among 

clinical trialists about data sharing through repositories (65%) (Rathi 
et al., 2012)

• 75% of investigators think research data may be used in 
“different ways than intended” (Tenopir et al., 2020) 

• 79% of investigators think data may be misinterpreted (Tenopir et al., 
2020) 
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Who neuroscience investigators think would be 
interested in their data

97%

62%

55%

24%

24%

19%

18%

15%

14%

9%

9%

9%

8%

4%

2%

1%

0% 20% 40% 60% 80% 100%

Scientists
Clinicians

Industry
Insurers

Public health surveillance agencies
Other government entities/regulators

Educational systems
Media

Marketing companies
Legal systems

Employers
Law enforcement or intelligence

Foreign governments
Ideological institutions

Others
None of the above

Hendriks et al., 2022
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Participants’ concerns 

• 52% of participants who agreed to submit data to dbGaP thought 
misuse concerns were important (Ludman et al., 2010)

• 84% of potential participants would want to know who makes 
sure that their data is used “in the right way” (Sanderson et al., 2017)

• Re-use that’s inconsistent with participants’ values (Howe et al., 2018; Shabani et al., 
2014)

– 36-66% of trial participants concerned about re-use for marketing 
(Mello et al., 2018; Sanderson et al., 2017)

– 37% of participants concerned about secondary research they 
wouldn’t have wanted (Sanderson et al., 2017)

– Commodification of data (Spector‐Bagdady et al., 2020)
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Individual 
harms

Harms for 
research 

team, 
sponsor, 
funder, or 
institution

Group 
harms
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Sponsors, research institutions, and research teams 

Have legitimate interests which could be undermined through data 
sharing,  depending on the matter at which sharing occurs: 

– Intellectual property; commercially confidential information 

– Repercussions from invalid secondary analyses 

– Career advancement, intellectual capital, and professional 
recognition 

– Undue costs of data sharing itself

– Legal risks related to data misuse 

(Institute of Medicine 2015; Scott et al., 2018)
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Investigators’ concerns

• Commercially confidential information
– 91% of investigators concerned (Tan et al., 2021)

• Career advancement, intellectual capital, and professional 
recognition
– 91-93% of investigators concerned (Tan et al., 2021)

• Undue costs of data sharing 
– 96% of investigators concerned about time and effort (Tan et al., 

2021)

– 83% of investigators concerned about costs (Tan et al., 2021)

• 41% of clinical trialists concerned about investigator and funder 
interests (Rathi 2012)
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Neuroscience investigators: barriers to data sharing

2.8

4

13

15.5

16.5

11.5

10.9

26.1

30.7

36.3

20.2

28

25.5

27.6

28

34.5

29.5

18.3

17.1

13

31.1

27.6

17.1

9

6.2

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Cost and time involved in sharing data
meaningfully

Lack of incentives for investigators to
share data

Investigators’ concerns that sharing data 
may negatively affect their career 

advancement

The desire to protect commercial interests
or proprietary information

Investigators’ concern about criticism and 
discovery of mistakes 

Not a barrier at all A slight barrier A moderate barrier
A large barrier A huge barrier (Hendriks et al., 2022)
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Sponsors, research institutions, and research teams 

Sharing of clinical trial data needs to be 
carried out in a way that maintains
incentives to develop new therapies 
and carry out future clinical trials 
(Institute of Medicine 2015)
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Research participants’ all things considered 
views
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Empirical research on research participants’ views

• Sys Review (2015): 48 studies on participant views on 
data sharing  for biobank research (Garrison et al., 2015).
– Studies included a total of 35,969 individuals. 

• … And more since
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Participants’ support of data sharing 

• 82% research participants think the benefits of data sharing 
outweighed the negative aspects
– 8% felt the negative aspects outweighed the benefits (Mello et al., 2018)

• Hypothetical choices:
– 97% research participants supported their data being shared (Shah et al., 

2019)

– 60-88% willingness to broadly share samples/data through biobank 
(Garrison et al., 2015; Sanderson et al., 2017)

• Actual choices re: biobank participation with broad consent: 
– 87% of research participants at the NIH CC authorized all future research  

(n= 1,298) (Chen et al. 2005) 

– 85% of participants agreed to DNA specimen in a national repository 
(n=4,480) (Mcquillan et al., 2003)
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Factors that may influence participants’ willingness (1)

• Type of data
– Degrees of ‘sensitivity’ (Bell et al., 2014; Middelton et al, 2020; McGuire et al., 2011)

• Access model 
– Controlled versus open access (Sanderson et a., 2017; McGuire et al., 2011;  Haga & 

O’Daniel 2010; Kaufman et al., 2009)

• Type of secondary user 
– Academic researcher in same geographic region -- for-profit 

organizations -- insurers and employers  (Shah et al., 2019; Garrison et al., 
2015; Shabani et al., 2014; Mello et al., 2018; Kaufman et al., 2009)

• Type of secondary use
– Biomedical research vs lawsuits (Sanderson et a., 2017) 
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Factors that may influence participants’ willingness (2) 

• How well-informed they are about data sharing (McGuire et al., 2011)

• Participants’ demographics
– E.g., self-identified white, non-Hispanics more willing to share . 

(Sanderson et a., 2017; McGuire et al., 2011; Kaufman et al., 2009)

• Participants’ attitudes
– E.g., more trust in related institutions (Sanderson et al., 2017; Mello et al., 2018; 

Kaufman et al., 2009)

Consider engaging with communities that are 
uncomfortable with sharing their data
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Investigators’ all things considered views 
and behaviors
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Stated willingness of investigators to share data

• 77-88% of researchers support data sharing (Rathi et al., 2012; Tan et al., 
2021; Hendriks et al., 2022; Zhu et al., 2019)

– Consistently more support for the idea of data sharing than 
actual practices of data sharing (Thoegersen and Pia Borlund 2021)

• Willingness to share data depends on how “broadly” (Tenopir et al., 2020)

– 87% willing to share data with researchers
– 77% willing to share some data open access
– 45% willing to share all data open access

• Younger researchers feel more favorably toward data sharing 
and reuse, yet make less of their data available (Tenopir et al, 2015)
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The prevalence of data sharing

• 71-91% of researchers self-report to have ever shared data (Federer 
et al., 2015;Tenopir et al., 2015; Hendriks et al., 2022)

• 33-39% of researchers  self-report to have shared data through 
archives (Federer et al., 2015; Tenopir et al., 2015)

– 3-39% through open access archives (Thoegersen and Pia Borlund 2021)

• Trend towards increased data sharing
– Increase in self-reported data sharing behaviors between 

2009-2014 (Tenopir et al., 2015)

• Data availability across journals and disciplines: 9-76% (Tedersoo et al., 
2021)

• 27–59% of data requests to authors are successful (Tedersoo et al., 2021)
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Protections
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Types of protections

• Data security 

• Informed consent

• Controlled access

• Governance / regulations/ policy
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Data security
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Informed consent

• Participants want to give consent re: de-identified data sharing
– Important to up to 90% of participants (Ludman et al., 2010)

• Ethically, many have argued that studies that will enroll 
participants prospectively, the informed consent procedure can –
-and should – address data sharing

• Different models for what kind of consent (broad consent, 
categorical consent, study-by-study)
– Many participants support broad consent, but individuals do 

differ in terms of their preferred type of consent for biobank 
research (Garrison et al., 2015; Howe et a., 2018; Sanderson et a., 2017; Kaufman et al., 2009; 
Warner et al., 2018) 
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Informed consent: understanding and disclosure

•Disclosures about data sharing ≠ understanding (Spector‐Bagdady et al., 2020; Valle-
Mansilla et al., 2010)

–82% remembered giving informed consent that their samples 
could be used for future research (Valle-Mansilla et al., 2010)

•Participants change what they consent to after more information
 32% change what they consent to after debriefing (McGuire et al., 2011)

 18% change what they consent to after informational video (Riggs et 
al., 2019)

 >70% who initially agreed with a blanket consent became 
unwilling when presented with  scenarios of controversial 
research uses (De Vries et al., 2016)

• Donors reported broad consent provided the right amount of 
information regarding their decision to donate biospecimens (Warner et 
al., 2018)
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Informed consent: what to disclose

• What to disclose re: data sharing (Institute of Medicine. 2015)

– Under what conditions the trial data may be shared beyond 
the trial team;

– The potential risks to privacy associated data sharing and the 
protections employed to mitigate this risk

 ‘not legalese weasel-words about “trying hard” to maintain 
anonymity’ (Church in P3G Consortium et al., 2009)
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Open or controlled access

• Open access may increase both scientific progress and risks
– Limited available data to quantify the relative benefits or risks

• Data use agreements
– significant normative, symbolic, and deterrent value, setting 

professional expectations and standards for responsible 
behavior

– Questions about enforcement (Institute of Medicine 2015)

“Access to individual participant data and trial documents should be as 
open as possible and as closed as necessary, to protect participant 
privacy and reduce the risk of data misuse.” (Ohmann et al., 2017)
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• Open access may increase both scientific progress and risks
– Limited available data to quantify the relative benefits or risks

• Data use agreements
– significant normative, symbolic, and deterrent value, setting 

professional expectations and standards for responsible 
behavior

– Questions about enforcement (Institute of Medicine 2015)

Open or controlled access

“Access to individual participant data and trial documents should be as 
open as possible and as closed as necessary, to protect participant 
privacy and reduce the risk of data misuse.” (Ohmann et al., 2017)

“[Open access] is appropriate and desirable for clinical trial results, and … 
may be the preferred approach when all stakeholders involved in a trial 
(i.e., sponsors, investigators, and participants) are comfortable with this 
approach and believe the benefits outweigh the risks. 

In many cases, however, sponsors, investigators, and/or participants may 
have concerns about an open access model for certain clinical trial data 
and may wish to place some conditions on access to or uses of the data” 
(Institute of Medicine 2015)
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45CFR 46: 2018 Requirements

§46.116 (b)(9) One of the following statements about any research that involves the collection of 
identifiable private information or identifiable biospecimens:
(i) A statement that identifiers might be removed from the identifiable private information or 
identifiable biospecimens and that, after such removal, the information or biospecimens could be 
used for future research studies or distributed to another investigator for future research studies 
without additional informed consent from the subject or the legally authorized representative, if 
this might be a possibility; or
(ii) A statement that the subject’s information or biospecimens collected as part of the research, 
even if identifiers are removed, will not be used or distributed for future research studies.

§46.116 (c)(7) A statement that the subject’s biospecimens (even if identifiers are removed) may be 
used for commercial profit and whether the subject will or will not share in this commercial profit;

§46.116 (d) Elements of broad consent for the storage, maintenance, and secondary research use 
of identifiable private information or identifiable biospecimens. Broad consent for the storage, 
maintenance, and secondary research use of identifiable private information or identifiable 
biospecimens (collected for either research studies other than the proposed research or 
nonresearch purposes) is permitted as an alternative to the informed consent requirements in 
paragraphs (b) and (c) of this section.

(Emphasis placed by presenter)

https://www.hhs.gov/ohrp/regulations-and-policy/regulations/45-cfr-46/revised-common-rule-regulatory-text/index.html46.116(b)
https://www.hhs.gov/ohrp/regulations-and-policy/regulations/45-cfr-46/revised-common-rule-regulatory-text/index.html46.116(c)
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Other regulations

• Other types of regulations might apply, e.g.,
– HIPAA
– GINA

• Consideration of needs for new types of protections
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NIH data sharing policy 

• …
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NIH data sharing policy 
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The balanceHow can we minimize 
risks?

Protections

What is the likelihood 
and magnitude of 

harm?

What type of risks, and 
for who?

What are the barriers? 
How can we enhance 

benefits?

What is the likelihood 
and magnitude of these 

benefits?

What types of benefits 
and to whom do they 

accrue? 
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Proportionality  
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Take home messages

“Data sharing is clearly, in general, a good idea. However, 
it is not as simple as it seems. The devil is in the detail, 
and the detail is highly specific to each study, and each 
potential data recipient.” 
(Pearce & Smith, 2011)
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Thank you! 
Saskia.Hendriks@nih.gov

mailto:saskia.hendriks@nih.gov
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