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Objectives

1. Understand the current landscape of social media research and the 
different human subjects protections issues each raise

2. Develop a comprehensive understanding of the ethical 
considerations for social media recruitment techniques

3. Identify what IRBs will consider when reviewing studies that involve 
the use of social media

4. Explore what the use of social media data in research means for the 
future





Urging users to build personal profiles and connect with 
people from various locations by sharing personal details 
through posting updates, photos, videos, and comments





Definitions

• Human subject

a living individual about whom an 
investigator conducting research 
obtains (1) Data through intervention 
or interaction with the individual, or 
(2) Identifiable private information.



Definitions
• Human subject
• Private Information

Information about behavior that 
occurs in a context in which an 
individual can reasonably expect that 
observation or recording is not taking 
place, or information which an 
individual has provided for specific 
purposes and which the individual 
can reasonably expect will not be 
made public.

https://www.hhs.gov/ohrp/sachrp-committee/recommendations/2013-may-20-letter-attachment-b/index.html

https://www.hhs.gov/ohrp/sachrp-committee/index.html

https://www.hhs.gov/ohrp/sachrp-committee/recommendations/2013-may-20-letter-attachment-b/index.html
https://www.hhs.gov/ohrp/sachrp-committee/index.html




Definitions
• Human subject
• Private Information
• Interaction

Any communication or interpersonal 
contact between investigator and 
subject with any medium. 

Surveys presented online should be considered "interaction" with subjects.



Definitions
• Human subject
• Private Information
• Interaction
• Intervention

(1) Physical procedures by which data 
are gathered (for example, surveys, 
focus groups, experiments, 
venipuncture etc.) and (2) 
manipulations of the subject or the 
subject’s environment performed for 
research purposes.



Definitions
• Human subject
• Private Information
• Interaction
• Intervention
• Social Media/networking sites

Web and mobile device-based services 
that provide a collection of ways for 
users to interact, such as social 
networking sites, blogs, discussion 
groups, or other information sharing or 
communication services that support  
messaging, email, video, posting 
comments, etc.



“reasonable” expectation of privacy on social 
media?
Numerous courts have found that the inherent purpose of 
a social networking site undercuts any subjective or 
objective expectation of privacy. 
• U.S. v. Lifshitz
• Guest v. Leis
• Moreno v. Hanford Sentinel, Inc
• Romano v. Steelcase Inc
• Dexter v. Dexter



“reasonable” 
expectation of 
privacy on social 
media?

Since the sharing of 
personal information “is the 
very nature and purpose of 
these social networking 
sites else they would cease 
to exist”, users of those 
platforms could not have a 
reasonable expectation of 
privacy for shared 
content. Romano, 907 
N.Y.S.2d at 657, n.16.



Really…no 
“reasonable” 
expectation of 
privacy on 
social media?

reasonable expectation of 
privacy No reasonable expectation of privacy  when sent to 3rd

parties





• One suggestion is to follow the published privacy/confidentiality 
policy of the site; if there is no policy the site could be considered 
public. 

• Investigators should be aware of and respect the shared 
expectations of members of groups.

https://www.hhs.gov/ohrp/sachrp-committee/recommendations/2013-may-20-letter-
attachment-b/index.html

https://www.hhs.gov/ohrp/sachrp-committee/recommendations/2013-may-20-letter-attachment-b/index.html
https://www.hhs.gov/ohrp/sachrp-committee/recommendations/2013-may-20-letter-attachment-b/index.html


Types of Social Media Research

COMMUNICATE SURVEILLANCE DATA SOURCE RECRUIT INTERVENE



COMMUNICATE

• Messaging



COMMUNICATE

• Notifications



COMMUNICATE

• Groups



COMMUNICATE

• Live Sessions



DISEASE 
SURVEILLANCE

Tracking Web Searches



• Twitter Data (random sampling)

• Opioid Mortality (CDC)

• Gallup-Sharecare Well-Being Index
 well-being, depression, and physical pain

• U.S. Census variables

Twitter model outperformed all other models and was 
statistically different from the “All non-language”





Surveillance research 
raises ethical concerns 
related to privacy and 
data security. 



Data from Reddit (as well as Twitter, and various online message boards) is 
public and accessible to researchers. As such, this study was classified as not 
involving human subjects from the Institutional Review Board. However, 
there are still ethical concerns with using these data. At the forefront are 
issues of informed consent; while members of intimate communities like 
r/selfharm implicitly consent to have their experiences shared with other 
participants on the platform, they may not have consented to having their 
experiences analyzed in a research study.

Per recommendations from Proferes, Jones, Gilbert, Fiesler, and Zimmer 
(2021), we refrain from reporting usernames or illustrative quotes in this 
paper, as is often common in qualitative research, to prevent identification of 
specific r/selfharm users. While information associated with these users is 
often limited to their username, posts on other subreddits, and location, we 
wanted to afford our “participants” as much anonymity as possible.



DATA SOURCE



Real-time 
Naturalistic



DATA SOURCE

Text analysis



DATA SOURCE

Sentiment analysis



Network analysis





TTRU Social Media Data Sources
TTRU Data Sets

• Twitter (2006-2022)
Academic API

 1.5 billion tweets mapped to U.S. counties
 N = 6 million

• Reddit (2006-2022) Pushshift Reddit Dataset

 200 million comments per month

• Facebook N = 3000 API
 Over 13 million status updates

34



Re-identification



RECRUIT

Social Media Ad

Existing Groups

Social Media Influencers



Considerations
RECRUIT • Social media is very informal…research is formal

• ALWAYS clear with the IRB before interacting with 
potential (or actual) participants on social media. 
 When planning your protocol, discuss scenarios with 

the IRB team

• Unblinding on social media
• Follow all NIH social media policies
• All NIH clinical trial ethical policies apply
• Always work with your ICs communications team

Adapted from: “The NIH Social Media Policy and Social Media Use in Clinical Research” presentation by Kim 
Seigfreid & Jennifer Dorsey IRB Review 



INTERVENE



Online Support Groups



Health Campaigns



Mobile health apps



Health education



IRB Review of Studies Using Social Media

• What exactly are you doing?
• Identifiers to be collected
• Is the data public or private
• What technologies will be used to collect this data
• Once data is collected, where will it be transmitted, processed, and 

stored
• During lifecycle of data collection, processing and storage…who has 

access to the data—this includes third parties!





IRB Review of Studies Using Social Media

▪ With “big data” we are accustomed to collecting all the data that’s 
possible using it without the type of oversight seen in human subjects 
research reviewed by IRBs.

▪ In human subject research, only the minimal amount of data necessary 
to answer the research question is allowed and all data collection must 
be justified.



IRB Review of Studies Using Social Media

▪ Policies and procedures: 
o In addition to standard HIPAA policies (if required) you should have policies in 

place for your studies that use social media that the IRB has reviewed 

▪ Training
o Make sure to train everyone on the team

• Trainees, Staff, IT personnel

▪ Checklist / “cheat sheet”
o Include common misconceptions
o Develop new vendor checklists to make sure that new digital tools are validated 

and that data security requirements are known and agreed to



Discussion: Case Study
• Recruiting adult participants who use drugs using ads on 

Facebook and Pro-Drug Sites
• Hired a company to collect their social media data from when 

they opened their account and following them for a year
 Images, videos, post, private messages, etc
 Content is timestamped and link to accounts of others on the social 

media platform
 Able to merge data from all of their SM accounts and Browser 

searches
• Weekly Facebook private messages will ask participants if they 

used drugs and to provide information about which drugs they 
used and who they used the drugs with



IRB Review of Studies Using Social Media

▪ Describe in tabular and graphical the data
▪ Provide a schematic (wireframe) of the underlying logic of the platform.
▪ Make a distinction between what’s novel technology vs. what is using 

technology to do something that has been done before.
▪ Rethink the risks, including situational risks based on a reasonable 

prediction of how/when/where you will be using social media and other 
digital tools.



IRB Review of Studies Using Social Media

- Who? What? Where? When? Why? How?
Data 
Type

Entered by 
subject?

Auto-
collected 
by device/
platform?

PHI? 
Survey?
GPS? 

Interaction or 
usage of 
device/
platform?

Under what 
circumstances or 
situation will it 
be entered?

By user 
action? 

By device/
platform?

Primary data 
for the 
study? 

Data about 
the device/
platform 
itself?

What is the 
detailed 
mechanism 
for collecting 
this? 

Investigators and developers should map out all the data collection, and sharing 
points along with descriptions of the security measures and how it protects the 
privacy of the subjects

This will go a very long way in terms of explaining to the IRB and IT the more 
complicated workings of the applications researchers develop and seek to use



Discussion





The Future



It’s becoming all about 
“authenticity”



Better Data + Better Models = Better Detection





Brenda.Curtis@nih.gov

mailto:Brenda.Curtis@nih.gov
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